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Abstract

Security of cyber-physical-human network (CPHN) systems, such as 5G/6G communication
networks, vehicular networks, and the Internet of Things, has become increasingly critical
nowadays. Traditional security mechanisms rely primarily on manual operations, which can be
slow, expensive, and ineffective in the face of the dynamic landscape of adversarial threats. This
problem will only be exacerbated as attackers leverage artificial intelligence (Al) to automate
their workflows. As a countermeasure, safeguarding critical network systems also calls for
autonomous defensive operations that delegate security decisions to Al agents. This talk
presents our agentic framework for autonomous attack detection and response based on
reinforcement learning (RL) and large language models (LLM). To address conventional RL's
reactive nature, we propose a new RL paradigm, conjectural online RL (coRL), to equip the
security agent with predictive power when dealing with the agent's epistemic uncertainty over
the attacker's presence and actions. The intuition of coRL is to endogenize the epistemic
uncertainty as part of the RL process: the agent maintains an internal world model as a
conjecture of the uncertainty, and the learned conjecture produces valid predictions consistent
with environment feedback induced by epistemic uncertainty. To mitigate the RL agent's reliance
on stylized modeling and textual data pre-processing, we incorporate LLMs into the agentic
framework to deliver end-to-end autonomous cyber operations. We finally conclude the talk by
discussing the path ahead to building fully autonomous security agents.
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